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Computer Malware and Vulnerabilities
Computer malware is any form of program or file that is harmful to a computer in which it is installed or that which it may get access to (Guo & Roundy,2017) .It is commonly referred to as malicious software in the sense that it is an unwanted program that affects the performance of the computer and may lead to its total failure in the end. There are several types of malware that include computer viruses, Trojan horses, worms and spyware.
Computer vulnerabilities can be defined as the defect that may be present in the computer system which may leave the system open to attack. It also refers to the type of weakness that may be present in the computer or the set of procedures that are useful in ensuring that the computer work properly (Giuffrida, Bardin & Blanc,2018) .The security and control of the computer system is important and thus the areas that may make it to be vulnerable or show signs of weakness need to be addressed immediately in order to protect from the loss of crucial information.
Computer malware and vulnerabilities are therefore crucial items in the information technology system as they can lead to the destruction of the computer system thus rendering the whole system ineffective (Giuffrida, Bardin & Blanc, 2018). The effects of the malware and the vulnerabilities are enormous and it is important that certain steps are taken in order for one to protect the information present in the computer system from falling to the wrong hands as a result of an attack by unknown people.
Determining the Type and Location of Computer Malware Present on the Computer
There are several different types of malware that can be present in the computer system. The malware emanates from different parts and sections of the computer and spread to the whole system thus making the computer not to work.
Determining the Types of Malware
The types of malware can be determined by their effects and behaviour. There are several types of malware that can be found in the computer system. This include;
Virus. This is a type of malware that is very common to most of the people. The virus affects a program or file of the computer and spread to other programs if not dealt with urgently (Guo et al., 2017).
Worm. This is a type of malware that replicates itself on the computer system without having a host program (Giuffrida, Bardin & Blanc, 2018). This type of malware does not require any form of authorization from the malware authors and can spread without any human interaction.
Trojan horse. This type of malware is formulated as a legitimate program in order to gain access to the computer system. The authors of this type of malware design a program that is deemed legitimate by computer users who then install the program in their computers (Subrahmanian et al., 2015). The malware is installed in the computer unknowingly and this leads to it executing its malicious functions
Spyware. Spyware is a type of malware that is used to collect data and information on the computer that the user is accessing and monitor the kind of activities that are being undertaken (Guo et al., 2017).This is a serious type of malware as it accesses the activities that one may be doing and thus the privacy of the user if highly co promised. This may lead to a threat to the user.
Determining the Location of Malware
In order to determine the location of malware, it is good to first understand the areas that malware can exploit. Computer malwares hide themselves into the operating system files and it may be difficult to detect them unless one is careful. They find ways in which they can hide and eat into the system slowly until it is manifested into the whole system. The computer malware can be located in the hard drive of the computer system such as data pen drives and data disks (Subrahmanian et al., 2015). This is where there is the storage of the important information of the computer system and thus the malware hides and destroys the information kept. The hard drive may contain several pieces of information and thus the loss of this information may be detrimental to the user. Therefore, you can determine that malware is in the operation system files of the system experiences sudden shut downs and failure to start.
The computer programs are also another place in which the malware can be located (Lototskiy, 2016). The malware enters into a certain program from which it manifests itself over time. This is critical as it affects the performance in which the program is intended to do and thus the computer system may suffer from this malfunction. Malware in the programs can be determined is the programs misbehave and malfunction for example failing to perform the work for which they are meant to perform on a computer.
Computer malware may also be found in the files of the computer system. The malware hides in the files and goes on to destroy the files from time to time. This leads to the user of the system not being able to access some of the files due to the fact that they have been corrupted (Subrahmanian et al., 2015). The lack of access of information on the files stored is detrimental as the individual or organization may be relying on the same in order to make crucial decisions. Files are notorious for harboring malware unnoticed by the user. Malware in computer and data files can be determined if files become corrupted and some of them completely go missing without being deleted.
Minimized Vulnerabilities in the Future
Computer vulnerabilities can surely be minimized in future as computer engineers continue developing higher level security protocols to protect computer systems and data (Giuffrida, Bardin & Blanc, 2018). There have been discussions surrounding the fact as to whether the computer vulnerabilities can be minimized in the future in order to reduce the risk of loss of information. In my opinion, I believe that the vulnerabilities can be minimized by implementing a number of steps that are designed to make the computer more secure. These steps will involve a thorough analysis and overhaul of the computer system in certain instances in order to ensure that the problem is thoroughly addressed and that the information contained in the computer system is safe and secure.
Rationale for Minimized Vulnerabilities in Future
[bookmark: _GoBack]There are a number of reasons as to why I think that the computer vulnerabilities can be minimized. The first one is because of a number of installation features that can be put into the system in order to protect the computer and make them less vulnerable. There is the use of the antivirus software that deals with the detection, quarantining and cleansing of suspicious files in order to remove the viruses (Goel & Mehtre, 2015). The formulation of this software has enabled most of the users to be able to fight off the computer malwares and thus make their computer systems less vulnerable to attack. This has enabled the problem of vulnerability to be minimized and this will continue being so in the future. Furthermore, as people become more aware of the security threat that comes with the use of computers, they become more careful and therefore avoid using computer systems with open vulnerabilities that can utilized by malware to cause harm to them. The work of engineers and developers is also upbeat with the latest security threats and this makes them able to come up with strategies that will minimize computer vulnerabilities (Goel & Mehtre, 2015).
The other issue that has supported my case for the minimization of vulnerabilities is the invention of the use of Comodo firewall.  This form of protection offers security against threats that may be either inbound or outbound (Giuffrida, Bardin & Blanc, 2018). They prevent the systems from suffering from the attacks that the threat may present and thus make the system less vulnerable. The firewall also blocks the transmissions of personal data through the use of malicious software that may be have accessed the computer system. This is one of the methods that give hope to the minimization of the computer vulnerabilities in the future.
It is also important to note that most of the organizations have set up security measures that is geared towards addressing the issue of malware and vulnerabilities. The organizations carry out an attack and penetration plan test in order to identify the weakness that may be present in the computer system. (Goel et al., 2015). This plan enables the organizations to identify the weak areas that may make the system vulnerable and thus come up with solutions of how to fix it. The carrying out of this plan enables the organization to prevent rather than wait up to the time that their systems will be attacked in order to formulate solutions to stop the attack. This also lends credibility to the fact that the problem of vulnerabilities can be minimized currently and in the future.
Conclusion
Computer malware and vulnerabilities have dogged the information technology systems for quite some time and this has led the loss of information and money by the affected users. The loss of crucial data has led to several crucial decisions not being made and this has affected the operations and profitability of most of the organizations. There is need, therefore, to formulate strategies that will enhance the detection of the malware and the vulnerabilities in order to prevent the loss of sensitive information. The access of personal data is also something that needs to be addressed in order for the computer users not to fall victims to the malware authors who may want to blackmail them with the information accessed. The innovation of several soft wares that are aimed at preventing the malware should be encouraged in order to completely get rid of the problem of computer malware and vulnerabilities in the future. With the continued innovation and existence of software tools such as antiviruses, I believe that the vulnerabilities can be minimized if the tools can be combined with carefulness of the users of computer system and more so, the internet.
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